
In order to use Citrix Client on ship’s installed GOTS Delta PC client systems, configuration changes are necessary to add the required Citrix Client protocol to the shipboard proxy server.  Additionally, due to the GOTS Delta security model, registry permissions on the client system have to be modified to allow non-administrators to utilize Citrix Client.  This document provides the procedures for making the necessary modifications to GOTS Delta, enabling use of Citrix Client. Proxy server configuration changes should be made prior to installation of Citrix Client.  Step-by-step procedures to install Citrix Client are found at http://ntmps.navy.mil/downloads/citrix.html  

Note that prior to connecting to NTMPS, NTMPS support must be contacted to issue the client a user name and password, and IP address information for the remote host system(s).

CONFIGURING GOTS DELTA PROXY SERVER FOR CITRIX CLIENT

Login using an account with Domain Admin privileges and open IIS Manager.  Expand “Internet Information Server” and highlight “Winsock Proxy” as displayed below.
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Right-Click on “Winsock Proxy” and select “Properties” to display the “Winsock Proxy Service Properties” dialog box as displayed below:
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Select the “Protocols” tab to display the list of protocol definitions:
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3. Press the “Add” button and fill in the blocks as displayed below:
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Select “OK” to return to the “Winsock Proxy Service Properties” window and validate that Citrix Client protocol was successfully created:
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Select the “Permissions” tab, and using the “Protocol” drop down box select “Citrix Client”:
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Select the “Edit” button:
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Select the “Add” button, scroll down through the list of users and groups, and Double-click on the “Web User Group” to allow members of this group to use Citrix Client: 
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Select “OK” button:
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Select the “OK’ button next:
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Select the “OK” button and exit IIS Manager

Installing Citrix Client and Modifying Registry Permissions

1.   Login to the computer with local administrator access.

2.   Install the ICA Citrix client software, and create an ICA Connection icon for NTMPS in the Citrix Program Neighborhood, per the NTMPS installation procedure. 

3.   Connect to, and then disconnect from the NTMPS terminal server.  (Depending on the version of software such as Internet Explorer loaded on the local machine, the keys may or may not exist prior to logging onto the NTMPS Server.)

4.   Launch the Registry Editor:

a.   From Widows 2000/NT 4.0 click on “Start” then select “Run”.

b.   Type “regedt32”, and click on “OK”.

5.   Select the registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSLicensing.

6.   From the registry editor tool bar click on “Security” and select “Permissions” (See Fig. 1).  
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Figure 1:  Registry Key Security Window

7.   Change permissions for the Authenticated Users group:  

a.   Change the Access Type to ‘Special Access’.

b.   On the Special Access dialog box, enable all permissions EXCEPT the two for “Write DAC” and “Write Owner” (See Fig. 2).
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Figure 2: Special Access Dialog Box

c.   Press “OK”.

d.  Check the box for ‘Replace Permission’ on ‘Existing Subkeys’ (See Fig. 3).
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Figure 3: Applying The New Permissions

e.   Press “OK”.

f.   When the popup asks if you want to change permissions on the subkeys of MSLicensing (See Fig. 4), click on “Yes”.
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Figure 4:Replace Permissions Query

8.   Log off the local computer with the “Administrator” account.

9.   Log into the local computer as an ordinary user and login to NTMPS.

Solution (Windows 2000):
Grant the Authenticated Users group write permissions to the Microsoft licensing keys in the registry.  The following procedure corrects the permissions on a Windows 2000 workstation or server.  Steps 1 thru 6 are the same for both operating systems, the differences thereafter are detailed below.

1.  thru 6.  Perform the same steps 1 thru 6 of the above procedure for Windows NT to display the registry key permissions (See Fig. 5).
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Figure 5:  Registry Key Permissions (in Windows 2000)


7. Uncheck the option for “Allow inheritable permissions…”, and select “Copy” when prompted for what to do with the old permissions (See Fig. 6).

[image: image16.png]‘You are preveniing any inhertable pemissions from propagaiing to this
object. What do you want o do?

To copy previously inherited permisions totis object, cick Copy.
To Remove the nheited permissions and keep only the permissions
expicily spesified an thi object, cick Femave.
To abot ths operation,click Cancel

Ty ]| Aenove | Cocel





Figure 6: Previous Permissions Prompt

8. Click on the “Advanced” button, then ensure that ‘Authenticated Users’ are highlighted for action (See Fig. 7)
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Figure 7:  Advanced Permissions Dialog

9. Allow all permissions EXCEPT the two for “Write DAC” and “Write Owner”.  Ensure the box is NOT checked for “Apply… this container only”.  Also ensure the new permissions will be applied to “This key and subkeys” (See Fig. 8).
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Figure 8:  Setting Special Permissions

10.  Click “OK” to apply the special permissions, “OK” again to close the access control window, and “OK” once more to close the permissions window.

11.   Exit the registry editor and logout of the administrator account.

12.   Login as an ordinary user and connect to NTMPS
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